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Abstract

The aim of the present study is to examine the impact of computer viruses on student
computers or laptops and to explore the preventive measures students adopt to protect their
devices. In the digital era, students increasingly rely on electronic devices for learning,
communication, and entertainment. However, this dependence exposes them to various cyber
threats, including malware infections, cyber-attacks, data breaches, and digital terrorism. The
findings indicate that although a majority of students are aware of the risks posed by
malware, only a minority actively engage in protective practices, such as regularly updating
software or using strong and secure passwords. Alarmingly, 33% of the surveyed students
reported experiencing malware infections. Furthermore, the study reveals a high level of
interest in cybersecurity education, with 93% of participants expressing a desire to learn more
about digital safety and data protection. These findings highlight the urgent need for targeted
awareness campaigns and the integration of cybersecurity education into student curricula.
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Introduction

The study "Battling the Silent Invaders: The Alarming Impact of Computer Viruses on
Student Laptops and Effective Protection Strategies" explores the growing threat that
computer viruses pose to student laptops. With students increasingly relying on laptops for
academic tasks, research, and communication, the risk of malware infections has become a
significant concern. Malware infections can lead to security breaches, data loss, and system
vulnerabilities, making it critical for students to adopt strong cybersecurity practices. Earlier
studies, such as Am I Secured: A Computer Virus Awareness among BSIT Students, have
emphasized the need for better cybersecurity awareness among students to safeguard their
devices.

While advancements in cybersecurity have been made, students' laptops stay highly
susceptible to infections due to unsafe browsing habits, phishing frauds, and outdated
software. Research like Effect of Virus on Computer Systems: A Survey of Student's
Perception, Journal of Computer Science, and Its Application, AJOL highlights that most
students lack awareness of the risks, leaving their devices vulnerable. Moreover, even
schools with comprehensive security systems struggle with cyber-attacks, as shown in the
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study "Cyber Viruses Infect Schools Across Nation", which underscores the need for more
student- specific solutions. This study aims to address gaps in the current understanding of
how students specifically manage virus infections. The research will investigate common
infection sources, such as weak passwords, outdated antivirus software, and risky online
behaviors. A key focus will be on evaluating students' awareness of cybersecurity best
practices and their responses to infections. Despite research on general malware defense
strategies, few studies delve into the unique challenges students face, such as limited access
to premium security software and reliance on public networks.

Research Questions

1.What are students' current cybersecurity practices and habits related to malware
prevention?

2.How effective are students’ responses to malware infections on their laptops?

3.What is the level of awareness among students about virus threats and preventive
measures?

Based on the findings, this study will propose a set of practical guidelines to help
students improve their cybersecurity awareness. These guidelines will aim to reduce the risk
of infection and equip students with the knowledge and tools needed to protect their laptops
from evolving cyber threats. The results of this study could serve as the foundation for
developing cybersecurity training programs tailored specifically to students, making it easier
for them to implement effective protection strategies.

Framework

This study examines how malware infiltrates systems, the factors influencing
students' security behaviors, and the effectiveness of protective measures. The framework
integrates key cybersecurity principles and theories to explain how students assess risks and
adopt protective strategies. The aim is to understand the psychological and behavioral factors
that shape students' cybersecurity practices and guide the recommendations of the study.

1.Protection Motivation Theory (PMT)

Protection Motivation Theory (PMT) suggests that individuals evaluate threats based
on their perceived severity (how dangerous a virus is) and perceived vulnerability (how
likely they are to be infected). According to PMT, students’ motivation to protect their
laptops depends on how seriously they perceive malware threats and their vulnerability to
these threats.

The results of this study reveal that while most students are aware of malware risks,
most do not implement adequate protective measures, such as software updates or stronger
passwords. This aligns with PMT’s idea that while students recognize the severity of threats,
their sense of vulnerability or their belief in their ability to avoid infection may not be high
enough to drive preventive actions.

2.Risk Compensation Theory (RCT)

Risk Compensation Theory suggests that individuals may take riskier actions when
they feel protected by security measures, such as antivirus software or firewalls. Students
may feel secure with antivirus tools and engage in unsafe online behaviors, such as visiting
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questionable websites or downloading files from unreliable sources. The study finds that
most students with antivirus software still experience infections. Students may take greater
risks online when they feel "protected”. This behavior aligns with RCT, which predicts that
protective measures may lead to overconfidence that results in more risky behaviors,
ultimately leaving students vulnerable to malware attacks.

3.Human Factor Theory of Cybersecurity

The Human Factor Theory of Cybersecurity emphasizes that human errors, such as
weak passwords or unsafe browsing, play a significant role in cybersecurity vulnerabilities.
Students may not follow basic security practices like updating software, using complex
password, or avoiding risky link.

The study shows that a considerable number of students overlook essential digital
safety measures, such as keeping software up-to-date and using robust passwords. This
behavior highlights the importance of addressing human factors in improving cybersecurity.
Training students to understand the risks of such behaviors could reduce their exposure to
malware.

4.Social Cognitive Theory (SCT)

Social Cognitive Theory posits that behavior is influenced by external factors, such
as peer behavior, educational programs, and institutional policies. In the context of this study,
SCT explains how students' cybersecurity awareness and behaviors may be shaped by
external influences, such as the availability of cybersecurity training or guidance from peers.
A significant 93% of students in the study expressed interest in learning more about securing
their devices, indicating that external educational factors can influence students' behaviors.
This aligns with SCT, which suggests that increasing students' exposure to cybersecurity
education could enhance their motivation to adopt protective measures.
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Figure 1. Conceptual Framework
Design and Methods

This study adopts a quantitative research design to investigate the impact of computer
viruses on student laptops. The primary aim is to assess students' cybersecurity awareness,
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common sources of malware infections, and their response strategies using statistical data.
The quantitative approach ensures that the analysis is aim, relying on measurable data to find
trends, patterns, and potential gaps in cybersecurity behaviors among students. The study
will target students from various academic institutions who often use laptops for academic
purposes. Structured survey questionnaires will be distributed to gather numerical data on
students' security habits, virus infections, and cybersecurity practices. This design will help
find gaps in students’ cybersecurity knowledge and inform recommendations for improving
digital safety across educational settings.

Research Methods

To collect primary data, survey questionnaires will be distributed among students.
These questionnaires will include questions about students' cybersecurity practices,
experiences with malware infections, and awareness of cybersecurity best practices.
Secondary data will also be analyzed by reviewing past research studies and related literature
to compare trends and findings related to malware infections on student laptops. For data
analysis, quantitative methods will be applied, including frequency distributions and
percentage-based evaluations. Measures of central tendency (mean, median, and mode) will
also be used where proper to analyze the collected data and find trends in students’
cybersecurity behaviors. This study will adhere to ethical guidelines to ensure the protection
of participants' privacy and keep the confidentiality of the data collected. All personal
information will be anonymized, and informed consent will be obtained from all participants
before they engage in the survey. The research will ensure no harm is caused to participants,
and their participation will be entirely voluntary.

Results and Discussion

This chapter presents the findings of the study based on data collected from students
about the impact of computer viruses on their laptops and their cybersecurity practices. The
results are entirely based on quantitative data using statistical tools, including frequency
distribution, percentages, and where applicable, measures of central tendency (mean, median,
and mode). The discussion interprets these findings considering the study’s aims and existing

literature.
Results

Demographics and Laptop Usage

Table 1 provides an overview of the demographic characteristics of the respondents,
including their age, academic year, and frequency of laptop usage. Most respondents (48.15%)
are in the 21-23 age group, with 74.07% being third-year students. In terms of laptop usage,
44.44% use their laptops daily, while the rest use them less often. This high rate of regular
exposure to digital environments underscores the importance of understanding cybersecurity
behaviors and practices among students.
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Table 1: Demographic Information and Laptop Usage

Category Subcategory Count Percentage (%)
Age Group 18-20 years old 12 44.44%
21-23 years old 13 48.15%
Above 23 years old 2 7.41%
Academic First Year 4 14.81%

Year

Second Year 3 11.11%
Third Year 20 74.07%
Laptop Usage Daily 12 44.44%
Few times a week 8 29.63%
Occasionally 4 14.81%
Rarely 2 7.41%

Cybersecurity Awareness and Practices
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Figure 2. Cybersecurity Awareness Levels

Figure 2 illustrates the self-reported cybersecurity awareness levels of the students.
The results show that 6 students (22.22%) consider themselves deeply knowledgeable about
cybersecurity, while 21 students (77.78%) describe their knowledge as somewhat adequate.
This suggests that although most students have a moderate understanding of cybersecurity,
there is a notable gap in their awareness of advanced security measures, which leaves them
vulnerable to cyber threats.
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Perceived Risk of Virus Infection
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Figure 3. Perceived Risk of Virus Infection

Figure 3 reflects the perceived risk of virus infection among students. The data shows
that 20 students (74.07%) believe they are susceptible to malware or virus attacks. A smaller
group, 6 students (22.22%), are unsure about their vulnerability, while only 1 student
(3.70%) feels immune. Students recognize the threat but are unclear about the risk level and
how infections spread, showing gaps in understanding.
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Figure 4. Software Update Frequency

Figure 4 shows the frequency of software updates among the students. The data
reveals that 12 students (44.44%) regularly update their software, 11 students (40.74%)
update occasionally, and 4 students (14.81%) rarely update their systems. This gap in update
frequency highlights a key vulnerability, as not keeping software up to date can leave devices
exposed to malware and virus attacks, which thrive on outdated software and security
loopholes.
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Password Practices
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Figure 5. Password Practices

Figure 5 shows students' password security habits. While 19 students (70.37%) report
using strong and unique passwords, 8 students (29.63%) admit to reusing simple passwords
across multiple platforms. This inconsistency in password management is concerning, as
weak or reused passwords are one of the most common entry points for cyber attackers and
viruses.

Experience with Malware Infections
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Figure 6. Experience with Malware Infections

Figure 6 reveals that 9 students (33%) have met malware or virus infections, while 18
students (67%) have not. This statistic directly highlights the alarming impact of computer
viruses on students’ devices, showing that a sizable part of the student population has already
experienced the disruption and damage that malware infections can cause.
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Interest in Cybersecurity Training
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Figure 7. Interest in Cybersecurity Training

Figure 7 presents the students' interest in receiving cybersecurity training. A
substantial 93% of students (25 out of 27) expressed interest in learning more about
cybersecurity, while only 7% (2 students) were not interested. This finding strongly
suggests a desire for better education and training  to improve students' ability to protect
themselves from computer viruses and other cybersecurity threats.

Discussion

The findings of this study underscore the alarming impact of computer viruses on
student laptops. The fact that 33% of students have already experienced malware infections
shows the tangible consequences of these threats. Additionally, 74.07% of students perceive
themselves as susceptible to virus infections, reinforcing the significance of the problem.

However, despite the recognition of risk, cybersecurity practices among students stay
inconsistent. While most students show moderate awareness, there is a lack of
implementation of protective measures. For example, while 70.37% of students report using
strong passwords, nearly 30% still reuse simple passwords across multiple platforms,
exposing themselves to unnecessary risks. Furthermore, the fact that 55.55% of students do
not regularly update their software shows a critical gap in their defense against cyber threats.

The strong interest in cybersecurity training (93%) suggests that students are eager to
learn and improve their practices. This aligns with earlier studies, such as one by Alharbi and
Rania (2020), who found that cybersecurity improves students' knowledge and initiative-
taking behaviors toward protecting their devices from cyber threats.

Recommended Effective Protection Strategies

To combat the increasing threat of computer viruses, students must adopt more
consistent and effective protection strategies:

1.Regular Software Updates — Students should prioritize keeping their systems up to
date, as timely updates are crucial in preventing malware infections.
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2.Password Management — It is essential to emphasize the use of strong, unique
passwords for every account, and tools like password managers can be introduced to help
students manage their credentials securely.

3.Cybersecurity Training — Institutions should integrate cybersecurity education into
their curriculum, offering workshops or online training sessions to enhance students'
understanding of potential risks and how to mitigate them. This could include practical, direct
sessions for students to learn how to secure their devices and personal data.

Conclusion

In conclusion, this study has illuminated the significant impact that computer viruses
have on student laptops and the critical gaps in students' cybersecurity practices. The findings
reveal that one-third of students have already experienced malware infections, and most
either neglect software updates or reuse weak passwords—Ileaving them vulnerable to cyber
threats. Despite moderate levels of cybersecurity awareness, implementing safe digital habits
remains inconsistent.

A key insight from the study is the overwhelming interest—93% of respondents—in
cybersecurity education. This indicates a strong desire for improvement and highlights an
opportunity for educational institutions to incorporate comprehensive cybersecurity training
into their curriculum. Such programs should not only present theoretical knowledge but also
include hands-on activities that equip students with practical skills to defend against evolving
threats.

While this research contributes valuable insights, it is not without limitations. The
study focused on a limited student population and relied on self-reported data, which may
introduce bias or inaccuracies. Future research could expand the sample size, explore specific
causes of malware infections, or assess the effectiveness of tailored training interventions.

Ultimately, safeguarding student devices from cyber threats requires a collective
effort. Educational institutions must take proactive steps to integrate digital security into
academic programs, and students must commit to adopting safer online practices. By
cultivating cybersecurity awareness and reinforcing responsible digital behavior, we can
build a safer online environment that empowers students to thrive in today’s connected
world.
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