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Abstract
The problem of online business fraud arises from transactions through electronic
media and electronic transactions, which have rapidly increased, along with a continuous

rise in the value of damages. A key driving factor is the ease of opening online stores, which
Vol.1, No.6 December 2024 ¥



Wisdom Journal of Humanities and Social Science

are convenient, low-cost, and can quickly reach a wide variety of customers. It allows
businesses to target specific customer groups. Common forms of fraud include selling
counterfeit goods, tricking customers into paying deposits, deceiving them into making
investments, providing loans, offering online jobs, asking for personal information, misleading
users into clicking links, and persuading them to install applications. This phenomenon in
online business fraud can be explained using at least two academic theories: the Crime
Triangle Theory and the Broken Windows Theory. Traditional legal measures cannot address
the problem quickly enough due to the evolving nature of fraudulent tactics alongside
advancements in technology. A sustainable solution should involve preventive legal
measures and addressing aspects of crime to eliminate one or more elements necessary for
criminal activity. For example, legal measures should target the offenders, protect
consumers, and reduce opportunities for crimes to occur. This means that the effectiveness
of Thailand's legal measures in preventing fraudulent online businesses can reduce the

value of damages, both for citizens and the country's economic confidence.
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