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NIRATIFEAIAMNIUINNTTRsEEM s unuiIelulsema sedufedidynisada 0.05 (P<0.05)
galsidduuszans idun1a (Path Coefficient) Wiy 0.676* (DE=0.676*) AAAINAITUTANT (SerQ)
Usgnause mnuvidedie (relia) mslvimnusiule (assure) A dugusssueeInIsusnig (tang) N3
101}b3ld (empathy) N13nauaues (respon) wasdadud1uyseaun1in1snaIndansnanenssonunIn

nsUsNsvedaten stusuuinelulssna sedutedfgnneada 0.05 (P<0.05) Felviendudsedn
Wéunna (Path Coefficient) iy 0.360* (DE=0.360%)

N Do,
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The Perception of Passenger in Marketing Mix Factors Affecting to Service

Quality of Domestic Low Cost Airlines

Supa Jirawattananont*

Air Transport Professionals

Abstract

The purpose of this study is to investigate the perception of passenger in marketing mix
factors affecting to service quality of domestic low cost airlines. This is quantitative research.
Sampling groups by using quota sampling are composed of 580 samples of passenger at
Donmuang airport. Data were collected by using a questionnaire and analyzed using descriptive
and inferential statistics and Structural Equation Modeling (SEM). The results showed that the
most level of sampling groups relating to perception ( X =3.54) the marketing mix ( X =3.52) and
the findings reveal that perception has a direct influence on the service quality of domestic low
cost airlines and the statistical significance level is 0.05 (P<0.05), which gives a directly path
coefficient (DE=0.676%). Service quality (SerQ) consists of reliability (relia), assurance (assure),
concrete aspects of service (tangi), empathy (empathy), response (response). The marketing mix
factors have a direct influence on the service quality of domestic low cost airlines, the statistical

significance level is 0.05 (P<0.05), which gives a directly path coefficient of 0.360* (DE=0.360%).

Keywords Perception, Marketing mix, Service quality, Low cost airlines

*Corresponding Author: Email: aungjira@icloud.com
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Abstract

This study investigates the effects of the changing attitudes and behaviors of commercial
airline pilots toward organizations after the COVID-19 pandemic on corporate culture. It examines
the factors influencing these attitudes and behaviors, as well as the challenges associated with
returning to normalcy in aviation industry post-pandemic. The research is grounded in literature
review of 10 key articles related to the commercial airline pilot profession and its impact on
organizational culture.

The aviation and tourism sectors were among the first to be severely impacted by the
COVID-19 pandemic, with airlines worldwide, including those in Thailand — such as Thai Airways,
AirAsia, Nok Air, Lion Air and Bangkok Airways — facing unprecedented challenges. In an effort to
survive the crisis, these airlines implemented drastic measures, including laying off numerous
pilots and personnel and reducing pilot compensation. These actions not only disrupted the
operational stability of the airlines but also had significant repercussions on the mental health of
pilots, who had previously been well-compensated and regarded as having a stable and
prestigious vacation.

The number of commercial airline pilots is relatively small compared to other professions,

and they operate under strict rules and regulations. Many individuals invested millions in
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commercial airline pilot courses, viewing the profession as a secure and lucrative career path.
Hower, the COVID-19 pandemic drastically altered perceptions of the pilot career, both among
the pilots themselves and the general public. Media reports of widespread layoffs led to a shift
in attitudes, with some pilots reconsidering their career choices and other exploring alternative
employment opportunities.

The financial pressures and job insecurity brought on by the pandemic have had profound
effects on pilot quality of life, attitudes towards their employers, loyalty to their companies and
overall pride in their profession. The literature review reveals that these shift in pilot behavior
and attitudes are closely linked to the downturn in the aviation business. Factors such as
mounting debt and private sectors have further contributed to a negative outlook on future

employment as commercial airline pilots and the sustainability of aviation organizations.

Keywords: Attitude, Change, Commercial airline pilot, COVID-19 pandemic
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Introduction

The recent COVID-19 pandemic has resulted in a significant halt in global travel, with air
travel being one of the most severely affected sectors. Airlines around the world were forced to
cancel flishts and suspend operations due to the unprecedented pandemic situation. The
introduction of strict travel regulations by many countries further exacerbated the challenges
faced by the aviation industry, leading to a complete standstill in some regions. As a consequence,
the impact on airline employees has been profound, particularly for pilots who depend on flying
for their primary income. These professionals, referred to as “commercial airline pilots,” are
responsible for piloting aircraft to transport passengers, cargo, and various commercial goods
across the globe. Within this profession, pilots are generally categorized into two main roles: the
captain, who commands the aircraft, and the co-pilot, who assists in operating the plane.

The career of a commercial airline pilot is one that demands a wide range of attributes.
These include not only academic qualifications but also moral integrity, strong personality traits,
dedication to their career, and critical thinking skills (Hongsapraphasorn, 2003). These attributes
are essential for ensuring the safety and efficiency of fligsht operations, as well as for navigating
the complex decision-making processes that pilots encounter. The allure of this profession is
strong, with many aspiring to become pilots, drawn by the prestige, financial rewards, and the
unique challenges that the role presents. Some individuals vie for competitive airline scholarships,
while others are willing to invest substantial resources into their own education, driven by the
prospect of a high return on investment.

Historically, the aviation industry has witnessed continuous growth, fueled by the increasing
demand for air travel for purposes such as tourism, business, and education. This growth has
instilled a sense of confidence and pride in many pilots, who view their profession as both stable
and esteemed. As pilots undergo rigorous training and adapt to the strict regulations of the
industry, many develop enhanced personal qualities that are highly valued in both professional

and social settings. However, the demands of the profession can also lead to challenges, such as
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difficulties in socialization and adapting to changing environments, particularly as pilots navigate
the pressures of their role and the often transient nature of their work life.

The commercial airline pilot profession has long been regarded as one of the most
prestigious careers, offering not only a higher salary compared to many other occupations but
also job stability, social recognition, and acceptance by various financial institutions. Over the past
decade, the value and allure of this career have only increased, with societal norms reinforcing
the idea that aspiring pilots must be well-rounded individuals—excelling academically,
maintaining physical fitness, and demonstrating emotional resilience. Additionally, pilots who
transition into the aviation field from other professions may bring with them certain behavioral
characteristics and work ethics that can influence their interactions within their new work
environment, impacting both their performance and their integration with colleagues.

In conclusion, the aviation industry, and particularly the profession of a commercial airline
pilot, remains highly coveted despite the challenges it has faced, especially in the wake of the
COVID-19 pandemic. The attributes required of pilots, along with the industry’s ongoing growth
and the societal prestige associated with the role, continue to draw many to this demanding yet

rewarding career path.

Research Objective

1. To study the changing attitudes of commercial airline pilots towards organizations
after the COVID-19 pandemic that affect the corporate culture.

2. To study the changing behaviors of commercial airline pilots towards the organization
after the COVID-19 pandemic that affects the organizational culture.

3. To provide the guidelines to deal with the situations after the COVID-19 pandemic.

Concepts used and relevant literature

- commercial airplane pilot
- the spread of COVID-19

- concepts of human resource
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- concepts of personal factors

- concepts and theories about attitude

Research Methodology

To gather the necessary background information and ensure comprehensive coverage of
the research topic, this study employed a secondary data collection approach. The research was
conducted using a variety of sources, including research documents, textbooks, books,
independent study articles, theses, and a selection of 10 academic articles specifically focused
on the effects of the COVID-19 pandemic. These sources provided valuable insights into the
changing attitudes and behaviors of commercial airline pilots and the resulting impact on
corporate culture within the aviation industry. The chosen academic articles were carefully
selected to reflect a range of perspectives and were published during the COVID-19 pandemic,

ensuring relevance to the current context of the study.

Results

The COVID-19 pandemic has posed significant challenges to the aviation industry,
particularly for airport businesses, affecting various aspects such as traffic volume, revenue,
connectivity, and operational requirements (The Current View, 2015). Airport operators found
themselves tasked with a dual responsibility: protecting the health and welfare of travelers,
employees, and citizens, while also mitigating the spread of COVID-19. Additionally, they had to
contend with passenger losses, transportation disruptions, and financial strains that threatened
their ability to secure capital and invest in future infrastructure (International Air Transport
Association, 2020).

Flight cancellations during the pandemic further jeopardized airport operations. However,
airlines played a crucial role in maintaining essential services, such as transporting medical

supplies and facilitating the repatriation of thousands of individuals stranded by global travel
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restrictions. As the pandemic recedes, governments around the world are recognizing the pivotal
role airlines must play in supporting economic recovery and revitalizing tourism. Immediate and
decisive action is therefore critical (Clifford, 2020).

The COVID-19 pandemic has led to profound changes across multiple dimensions,
including human behavior, consumer preferences, and service delivery. The aviation industry, in
particular, was one of the first sectors to experience the devastating effects of the pandemic.
These effects rippled through the industry like a domino effect, impacting every facet of
operations. The repercussions included widespread flight suspensions, route restrictions, airline
cancellations, cost-cutting measures, staff reductions, and stringent passenger travel restrictions.
Collectively, these changes represented a significant threat to both individuals and nations.
Adapting to the new normal in the post-COVID-19 world is essential for the survival of the aviation
industry, which is a critical driver of national economies (Thareeket and Simasathien, 2020).

These observations align with research on the changing attitudes of commercial pilots
toward their organizations following the pandemic, highlighting a correlation between shifts in
pilot attitudes and behaviors (Kunyingwattanawit, 2019).

Before the pandemic, the commercial airline pilot profession was a highly desirable career
path for those entering the aviation industry. This can be explained through the lens of career
choice theory, occupational development theory, and unemployment theory:

1. Personal Factors: Individuals tended to choose careers that best aligned with their
personal needs and aspirations. Factors influencing career choices included self-awareness,
aptitude, intelligence, interests, values, environmental influences, academic achievements, family
background, personality, adaptability, and community values.

2. Influence of Others: Career choices were also shaped by the influence of significant
individuals in one’s life, such as family members, mentors, and peers.

3. Information and Knowledge: Access to information and knowledge about different
occupations played a crucial role in career decision-making. Media exposure and societal
perceptions influenced how individuals viewed various career options.

4. Labor Market Dynamics: The diversity of the labor market meant that different sectors

required workers with varying qualifications, impacting career choices.
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Given these factors, it is evident that numerous elements influence pilots’ attitudes toward
a career as a commercial airline pilot. These factors not only affect the aviation industry but also
have long-term implications for airline organizations and corporate culture. The interplay between
professional pride, economic downturns, and job instability has significant consequences for pilot
training and the overall viability of aviation-related organizations, which depend on pilots as key

personnel to drive the industry forward.

Discussion and Conclusion

The COVID-19 pandemic has significantly influenced attitudes towards careers as
commercial airline pilots, though the profession remains highly desirable. However, the pandemic
has underscored the economic and personal risks associated with the profession, leading many
to reassess its value. The substantial financial investment required to become a commercial
pilot—often amounting to several million baht over a study period ranging from 13 months to 2
years—has increasingly been viewed as potentially unworthy given the uncertainties introduced
by the pandemic. Prospective pilots are now weighing several critical factors before committing
to this career, including:

1. Employment Prospects: Will they be hired after graduation, or face prolonged
unemployment?

2. Career Security: How stable is the career in light of the pandemic and future
uncertainties?

3. Return to Work: For those currently unemployed, when will they be able to return to
flying?

4. Income vs. Risk: Is the potential income worth the risks associated with the profession,
particularly in a post-pandemic environment?

5. Emergence of New Airlines: How soon will new airlines start operating, offering new
opportunities?

6. Recovery of Thai Airlines: When will Thai airlines recover, and what will that recovery

look like?
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Moreover, internal factors, such as the stringent health regulations enforced by the Civil
Aviation Authority, play a significant role in shaping attitudes. Pilots are required to pass a Class 1
medical examination annually, and failure to do so disqualifies them from performing their duties.
This health scrutiny has heightened concerns among those considering a career as a commercial
airline pilot, especially in the post-pandemic landscape.

Not only have occupational factors been affected, but the behaviors and personality traits
of commercial airline pilots have also shifted due to the economic and social impacts of the
pandemic. The significant changes in management practices and organizational structures have
also influenced pilots’ attitudes toward their employers. These organizational changes have
inevitably impacted corporate culture from the pilots’ perspective. Additionally, the perception
of outsiders has shifted, with the once highly esteemed and stable profession of a commercial
airline pilot now being viewed as an uncertain career option. The notion that only the brightest
and best could pursue this career has evolved into a belief that anyone with adequate knowledge
of regulatory standards and sufficient financial resources can enter the field.

This shift in perception reflects broader changes in confidence, individuality, and pride
among pilots. The pandemic has served as a great equalizer, impacting all professions without
discrimination and reducing the perceived gap between aviation careers and other fields. The
traditional governance systems within airlines are likely to evolve in response to the current
situation, while the competitive economic environment will continue to influence the aviation
market. These changes will have a profound impact on corporate culture, as the shifting attitudes
of pilots are bound to affect service delivery and organizational dynamics.

To address these challenges, the Pilot Association of Thailand held an online seminar via
Zoom on July 30, 2021. Representatives from various sectors, including pilots, flight schools, air
traffic controllers, airports, and the Civil Aviation Authority of Thailand, participated to discuss
strategies for coping with the pandemic’s impacts. The seminar focused on supporting pilots
affected by layoffs, unemployment, income reduction, and debt—factors that have directly and
indirectly impacted pilots” mental health. These challenges may also influence human factors in

aviation safety.
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Looking forward, the attitudes toward commercial pilots are expected to continue
evolving, particularly in terms of corporate culture, organizational loyalty, individualism, and the
consideration of alternative careers. The uncertainty surrounding future pandemics or emerging
diseases will likely prompt a reassessment of the occupational stability and required
competencies for pilot performance. Aviation authorities may need to expand or create new
protocols to effectively manage the changing attitudes towards commercial pilots in the post-

pandemic era, ensuring the long-term resilience and safety of the aviation industry.
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Airport Collaborative Decision Making for Developing Predictability of
Airport Operations

Rawat Garchotechai*

Aviation Personnel Development Institute, Kasem Bundit University

Abstract

Airport Collaborative Decision Making (A-CDM) refers to a coordinated, collaborative
decision-making process aimed at enhancing the efficiency and predictability of airport operations.
It emphasizes the importance of sharing real-time, single-source data to benefit all parties
involved in airport management. The objectives of this study were to 1) examine the approach
to A-CDM and 2) assess the benefits that stakeholders gain from such collaborative decision-
making. The study found that:

1. A-CDM involves a framework consisting of 16 key stages. The process begins with pre-
flight planning by the air traffic control center and concludes with the aircraft taking off (stage 16).
This framework relies on the exchange of up-to-date information from relevant entities, including
the airport, air traffic control center, airlines, ground service providers, and aircraft ground
movement controllers. This information exchange enables accurate forecasting of subsequent
events and preparation for upcoming situations.

2. The benefits that stakeholders gain from collaborative decision-making can be
categorized into three areas: 1) operational efficiency, 2) economic benefits, and 3) environmental
impact.

Keywords; Airport Collaborative Decision Making, Collaborative Decision making,

Predictive Capabilities
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Abstract

This paper discusses the growing issue of flight delays and cancellations resulting from
airport technology network disruptions on a global scale. As airports become increasingly reliant
on complex technological systems to manage operations, the risks associated with network
failures, cyberattacks, and other disruptions have escalated. These disruptions can incapacitate
critical infrastructure such as communication systems, baggage handling, passenger processing,
and air traffic control. The consequences are multifaceted, including operational inefficiencies,
significant financial losses, compromised security, and a negative impact on passenger experience.
This review identifies and categorizes the primary causes of airport technology network
disruptions, including cybersecurity threats, technical failures, natural disasters, and human errors.
Notably, the increased sophistication of cyber threats, as highlishted by reports from cybersecurity
firms like CrowdStrike, poses a severe risk to airport operations. The findings emphasize the
importance of implementing robust cybersecurity measures, enhancing network redundancy,

conducting regular security audits, and developing comprehensive incident response plans.

Keywords: Flight delays and cancellations, Airport technology, Network disruptions
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Introduction

Disruptions in airport technology networks can lead to significant delays and cancellations
of flights, impacting both airlines and passengers. This review article focuses on the causes, effects,
and possible solutions for mitigating these disruptions. Flight delays or cancellation in airline
operations caused by technology network, which includes scheduling flights, assigning gates, and
managing crews, will cause disruptions as well as passenger information systems will struggle to
provide updates about flight statuses, delays, and gate changes.

Information Technology (IT) network failure is potentially devastating in technology-driven
businesses such as, technical failures in hardware malfunctions, software outdated, malicious
software or “Malware” of Spyware, Trojan, Backdoor, Virus or Worm (Electronic Transactions
Development Agency, 2021) can lead to failures in the airport's information technology
infrastructure. It’s cause travelers might not get up-to-date or correct information about their
flights. Airports are increasingly becoming targets for cyber-attacks or Cybersecurity Breaches,
which can disrupt communication systems, flight information displays, and operational software.
Together with hardware malfunctions, technical failures or outdated systems can lead to failures
in the airport's information technology infrastructure. Human error or mistakes by information
technology personnel of improper maintenance, or configuration errors can also result in network
disruptions. Furthermore, natural disaster such as typhoon, hurricanes, earthquakes, power
outages, or construction work can disrupt airport networks as external factors. The congestion or
overload can affect network performance. Airlines and Airport operators must implement
measures that will enable them to remain their flight operations during such events and must
implement security measures such as firewalls, regular virus scans, and authentication processes
to protect their networks. Software errors in configured systems, including hardware compatibility
issues and configuration conflicts, can impede network functions. While regular updates of
software and hardware support minimize this risk. Additionally, rigorous testing of system

functionality should be conducted to identify and resolve any potential issues. By focusing on
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these areas, the aviation industry can enhance its ability to manage and mitigate the impact of
network disruptions, ensuring smoother and more reliable airport operations.
By leveraging insights and solutions from companies like CrowdStrike, airports can

strengthen their defenses against cyber threats, ensuring safer and more reliable flight operations.

Objective
To study the impact of airport technology network disruptions on flisht delays and
cancellations worldwide, utilizing insights and data from CrowdStrike to understand the role of

cybersecurity threats in these disruptions.

Introduction to Airport Technology Networks and Their Importance

Airport technology infrastructure in airport operations, the critical role of technology
networks including communication systems, flight information displays, baggage handling systems,
and security systems. These networks must be ensured the smooth coordination of flights,
passenger processing, and security.

The airport information technology system become highly reliant on IT systems and digital
technologies for operational efficiency, safety, and customer service. This dependency increases
the risk and impact of network disruptions.

Airport technology network disruptions refer to incidents where the digital infrastructure
that supports airport operations is compromised, leading to operational issues. These disruptions
can result from technical failures, cyberattacks, or human error, affecting communication systems,
flight information displays, baggage handling, security systems, and more.

CrowdStrike, a leading cybersecurity company, frequently publishes insights on cyber
threats, including those affecting the aviation industry. They often analyze the impacts of
cyberattacks on airport technology networks, which can lead to flight delays and cancellations.

Key points relevant to airport technology network disruptions and how CrowdStrike's

insights and expertise may apply.
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Impact of Network Disruptions

1) Flight Delays and Cancellations: Disrupted communication systems can prevent proper
coordination between airlines, air traffic control, and ground services, leading to delays and
cancellations.

2) Passenger Experience: Passengers face inconveniences such as missed connections, long
wait times, and lack of information about their flights

3) Operational Efficiency: Airlines and airports may incur additional costs for rescheduling
flights, accommodating stranded passengers, and handling customer complaints.

4) Security Risks: Disruptions can compromise security systems, making it challenging to

monitor and manage access control, baggage handling, and other critical operations.

Types of Cyber Threats to Airport Technology Networks

1) Ransomware Attacks: Cybercriminals may deploy ransomware to lock critical systems,
demanding payment to restore access. These attacks can disable key airport systems, leading to
operational shutdowns.

2) Distributed Denial of Service (DDoS) Attacks: By overwhelming airport IT infrastructure
with excessive traffic, DDoS attacks can cripple systems that handle flight scheduling, baggage
handling, and security checks.

3) Phishing and Social Engineering: These attacks can target airport staff, tricking them into

providing access credentials, leading to breaches in secure systems.

Impact of Cyberattacks on Flight Operations

1) Disrupted Communications: Cyberattacks can take down communication systems
between airlines, air traffic control, and ground services, making it difficult to coordinate flights.

2) Compromised Flight Information Systems: Systems displaying flight statuses might show
inaccurate information, leading to confusion and mismanagement of flight operations.

3) Grounding Flights: Severe attacks may force airlines to ground flights to prevent potential

safety issues caused by compromised systems.
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Impact on Service Quality and Passenger Experience

1) Passenger dissatisfaction by network disruptions that lead to long wait times, flight
delays, or canceled flights can cause significant frustration among passengers. The inconvenience
can result in negative reviews, complaints, and a reluctance to use the affected airport in the
future.

2) Loss of Confidence in Airport Systems by repeated disruptions can erode passenger
confidence in the reliability and safety of airport systems. This can lead to anxiety about travel

and reluctance to fly, particularly among business travelers who value reliability.

Enhancing Airport Cybersecurity and Resilience

Adopt Advanced Cybersecurity Solutions by encourage airports to implement advanced
cybersecurity tools like CrowdStrike's Falcon platform, which offers comprehensive endpoint
protection, threat intelligence, and automated response capabilities. Integrate with A-CDM
Systems: Suggest the integration of cybersecurity measures with Airport Collaborative Decision
Making (A-CDM) systems to improve coordination and response during cyber incidents. This can
help ensure real-time sharing of threat information and better manage disruptions (Jeeradist,
2023). Airports should have well-defined incident response plans to quickly address network
disruptions. Regular drills and simulations should be conducted to ensure preparedness. Regularly
audit and assess airport information technology systems to identify vulnerabilities and ensure
compliance with cybersecurity standards. This includes penetration testing and vulnerability
scanning. Train airport staff on cybersecurity best practices, phishing detection, and how to
respond to suspicious activities. A well-informed workforce is a critical defense against social
engineering attacks. Establish partnerships with cybersecurity firms to leverage their expertise in

threat intelligence, incident response, and cybersecurity strategy development.
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CrowdStrike’s Insights on Aviation Cybersecurity

Reports and Publications: Review CrowdStrike’s annual Global Threat Reports and other
publications focusing on cyber threats in aviation. These reports provide data on the frequency
and type of attacks, as well as specific insights into the tactics used against airport networks.

Case Studies and Success Stories: Explore case studies where CrowdStrike’s solutions have
helped airports and airlines protect against cyber threats, respond to incidents, and recover from
disruptions. These examples can provide practical insights into the effectiveness of advanced
cybersecurity measures.

APT Groups Targeting Aviation: CrowdStrike tracks Advanced Persistent Threat (APT) groups,
including those targeting the aviation sector. Understanding the methods and motivations of these
groups can help airports strengthen their defenses.

CrowdStrike's 2024 Global Threat Report highlights several critical cybersecurity trends
impacting the aviation sector and beyond. The report identifies a significant increase in
sophisticated cyber threats, including a 75% rise in cloud intrusions and a marked shift towards
malware-free attacks. Attackers increasingly rely on valid credentials and legitimate tools to avoid
detection, making it challenging for defenders to distinguish between normal user behavior and
malicious activity. These techniques allow adversaries to gain quick and often unnoticed access
to sensitive systems

The report also notes a concerning rise in identity-based attacks, often facilitated by
generative Al technologies. Adversaries are leveraging social engineering, SIM-swapping, and stolen
APl keys to bypass security measures like multi-factor authentication (MFA). This trend
underscores the growing need for robust identity and access management protocols in protecting
against aviation cybersecurity threats (CrowdStrike Global Threat Report, 2024).

Highlights from CrowdStrike’s 2024 report;

- ldentity-based and social engineering attacks still take center stage.
- Cloud-environment intrusions have increased by 75% from 2022 to 2023.
- Third-party relationships exploitation makes it easier for attackers to hit hundreds of

targets.
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- CrowdStrike added 34 new threat actors in 2023.
- Attackers are compromising networks at a faster rate.
- Attackers are targeting periphery networks.

Another key insight from CrowdStrike's findings is the increased targeting of peripheral
networks and supply chains, where attackers exploit vulnerabilities in outdated or unmonitored
systems. This tactic enables them to compromise a single-entry point to access multiple
interconnected networks, which is particularly concerning for the aviation industry given its

reliance on extensive and often interconnected technological infrastructure

CrowdStrike's Role in Mitigating Cybersecurity Threats

Threat Intelligence: CrowdStrike provides advanced threat intelligence to detect emerging
threats targeting airport systems. Their Global Threat Reports offer insights into the tactics,
techniques, and procedures (TTPs) used by cybercriminals and nation-state actors targeting critical
infrastructure.

Endpoint Protection with Falcon Platform: CrowdStrike's Falcon platform offers endpoint
protection that detects and prevents threats across devices connected to the airport network. Its
cloud-native architecture is suitable for scalable and dynamic airport environments.

Incident Response and Threat Hunting: CrowdStrike's incident response teams help airports
quickly contain and miticate the impact of cyberattacks, reducing downtime. Their proactive

threat-hunting capabilities identify potential vulnerabilities before they are exploited.

Case Studies and Real-World Examples

Network disruptions that result in data breaches or operational failures can lead to non-
compliance with aviation regulations and standards. This can result in penalties, fines, and
increased scrutiny from regulatory bodies. A notable IT outage at Heathrow Airport led to
significant delays and the cancellation of flights. This disruption was reportedly due to a power
supply issue affecting the airport's IT systems, Heathrow Airport (2017). A power outage caused by
a fire disrupted operations for nearly 11 hours, leading to mass flight cancellations and affecting

thousands of passengers, Atlanta Hartsfield-Jackson Airport (2017). A major IT failure caused by a



58
’J’]iﬁ’]iﬂ’]iﬁﬂﬂ’]'iaqﬂﬁ’ﬁﬂﬂiillﬂ'ﬁﬁu (KBU Journal of Aviation Management: KBUJAM)

Ui 2 aUUT 1 (WOUAIAN-BINIAN 2567) ISSN: 2985-1645 (Online)

power surge led to the cancellation of over 400 flights, stranding passengers worldwide. The
incident highlighted the vulnerabilities of centralized IT systems to single points of failure, British
Airways (2017). Multiple US airports experienced DDoS attacks that targeted their websites,
disrupting online services and causing operational delays. These incidents underscored the need
for robust cybersecurity measures to protect airport networks, US Airports (2022).

Air Traffic Control Disruptions with network issues can affect the communication between
pilots and air traffic controllers, potentially leading to safety risks and inefficiencies in managing
airspace. Disruptions can force air traffic control to revert to manual systems, slowing down
operations and increasing the potential for errors International (ICAQ, 2016).

Network disruptions can expose sensitive passenger data, such as personal information,
travel itineraries, and payment details, to cybercriminals. Such breaches can lead to identity theft,
fraud, and a loss of customer trust. In 2018, Cathay Pacific Airways suffered a data breach affecting

9.4 million passengers due to vulnerabilities in its IT infrastructure.

Discussion and Conclusion

Airport technology network disruptions refer to incidents where the digital systems and
infrastructure that support airport operations experience failures, leading to significant operational
challenges. These disruptions can stem from a variety of causes, including technical malfunctions,
cyberattacks, natural disasters, and human error. The complexity of modern airport operations—
ranging from flight scheduling, passenger check-in, baggage handling, air traffic control, and
security systems—means that even minor disruptions can have widespread implications.

Disruptions can cause delays in flight operations, resulting in missed connections, increased
operational costs, and inconvenience to passengers. In severe cases, entire flights may need to
be cancelled if critical systems are offline.

Compromised network systems can lead to breaches in airport security, increasing the risk
of unauthorized access, smuggling, and other security threats. Delays, long queues, and missed
flishts negatively impact passenger satisfaction, which can harm the airport’s reputation and
reduce future business. The financial impact on airlines and airports can be substantial due to

operational disruptions, passenger compensation, and brand damage.
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To address these challenges, airports must implement robust cybersecurity measures,
ensure regular maintenance and upgrades of their technology infrastructure, and conduct
thorough training and awareness programs for staff. Using advanced threat detection systems, like
those offered by cybersecurity firms such as CrowdStrike, can help identify and mitigate potential
threats before they escalate into major disruptions.

By understanding and addressing the causes and impacts of technology network
disruptions, airports can enhance their resilience, ensuring smoother and safer operations in an
increasingly digital and interconnected aviation environment.

Airport technology network disruptions present significant risks that extend beyond
operational inefficiencies to encompass financial, security, and reputational aspects. To minimize
these impacts, airports must invest in robust cybersecurity measures, network resilience, regular
system maintenance, and staff training. Preparing for potential disruptions and having
comprehensive contingency plans in place are crucial steps in ensuring the smooth and safe

operation of modern airports.

Suggestion

To address and mitigate airport technology network disruptions effectively, a multi-layered
approach that combines advanced technology, rigorous policies, and staff training is essential.

Airports should have well-defined incident response plans outlining the steps to take in
the event of a network disruption. This includes isolating affected systems, notifying relevant
authorities, and communicating with stakeholders.

Conduct regular drills to test the effectiveness of the incident response plan. Staff should
be trained on their roles during a disruption, ensuring they can act quickly and efficiently.

Invest in Staff Training and Awareness Programs such as, regularly train airport staff on
cybersecurity best practices, recognizing phishing attempts and securing sensitive information.
Employees should be aware of the latest cyber threats and how to respond to them. Launch
awareness campaigns to educate staff about the importance of cybersecurity. This can include
posters, newsletters, and workshops focused on specific threats like ransomware or social

engineering attacks (Capgemini, 2020).
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Participate in information-sharing initiatives with other airports, airlines, and government
agencies. Sharing intelligence on emerging threats and vulnerabilities can help develop a
coordinated response to cybersecurity challenges.

Ensure compliance with national and international cybersecurity regulations and
standards, such as those set by the International Civil Aviation Organization (ICAO, 2018) and the
European Union Agency for Cybersecurity (ENISA, 2024). Modernization of Infrastructure with
legacy systems often pose a security risk due to outdated software and lack of support.

Airports should invest in upgrading these systems to ensure they are compatible with
modern security solutions. If replacement is not feasible, legacy systems should be regularly
patched and updated to mitigate vulnerabilities.

By implementing these strategies, airports can significantly reduce the risk of network
disruptions, enhance operational resilience, and safeguard against the increasingly sophisticated

cyber threats that target critical aviation infrastructure.
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Kasem Bundit University

This book was written by Prof. Dr. Rothaermel, a professor of strategy and innovation at the
Scheler College of Business at the Georgia Institute of Technology (GT). He has received several
management awards: a National Science Foundation (NSF) Career award, and the Theory-to-
Practice award from the Vienna Strategy Forum at the Vienna University of Economics and
Business.

This book has five parts, starting with (organization) analysis in part one, corporate formulation in
part two, implementation in part three, twelve mini cases in part four, and full-length cases in
part five, which is available online in Connect. At the end of each part, the author provided
practical applications and considerations that can be applied to strategic leaders.

Part | contains five chapters. The author lays the foundation of business strategy in Chapter 1 and

presents how organizational strategy gains and sustains the competitive advantage through
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organizational value creation. The stakeholder impact analysis helps strategic leaders recognize,
prioritize, and address the needs of different stakeholders. In this chapter, the author clarified the
meaning of stakeholders and their impact on the business. The AFI (Analysis, Formulation, and
Implementation) framework was proposed at the end of Chapter 1. Three cases from Twitter,
Merck, and Tesla were presented. Chapter 2 explains the role of strategic leadership and what
they do. Thus, the author outlined how to be a strategic leader. Besides being a strategic leader,
the evaluation process for implemented business strategies needs to be focused on. The cases
from Facebook, The Teach of America (TFA), and Starbucks were presented. Chapter 3 focused
on external factor analysis. Analysis tools were proposed including the PESTEL and the Five Forces
Model. With the presented models, the reader is capable of differentiating, applying, and
examining the business structure and its performance. The cases from Airbnb, Blockbuster,
Walmart, and League of Legends (LoL) were presented.

Chapter 4 proposed an internal analysis with the Resource-Based View Framework. Based on the
resources and capabilities, the organization needs to review core competencies to leverage
activities and gain the competitive advantage of the organization. SWOT analysis has been
proposed to generate insights from external and internal analysis. In this chapter, three cases from
Five Guys Burgers and Fries, Yeti, and Groupon were presented. Chapter 5 presented how to link
corporate social responsibility, shared value, and organizational competitiveness advantage.
Interestingly, in the accounting metrics part, the intangible assets of the firm have been
highlighted. Value, price, and cost have been used to calculate the firm’s competitive advantage.
BSC (Balanced Scorecard) has been proposed as a management tool to achieve strategic goals by
strategic leaders. In this chapter, the cases from PepsiCo, BlackRock, and Patagonia were
presented.

Part Il contains five chapters, from chapter 6 to chapter 10. Chapter 6 describes business-level
strategy. It explains the differentiation strategy, cost-leadership strategy, and blue ocean strategy.
Several cases were proposed including JetBlue and JCPenney. Business innovation,
entrepreneurship, and platforms were explained in Chapter 7. It shows how innovation enhances
organizational competitiveness. Besides, types of innovation and its relationship with the industry

life cycle will also be discussed. The Business platform and Pipeline business model have been
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proposed. Interesting cases from Netflix, the Electric vehicles industry, and Amazon.com were
described. In Chapter 8, the corporate strategy was described through an economic activity, firm
vs market. The strategic alliance was brought to attention in this chapter with the case study of
Coca-Cola and Monster. Additionally, five types of vertical integration along the industry value
chain were explained. Then, types of corporate diversification were described along with a case
study from P&G. Merging and acquisition strategy was finally discussed in this chapter.

Chapter 9 describes how firms achieve growth by using the build-borrow-buy framework. The
strategic alliances' strategy has been presented. It shows why firms enter strategic alliances. Based
on the four objectives of being a strategic alliance, the case of Tesla was analyzed. In the last
part of this chapter, the merging and acquisitions strategy was presented which showed three
main benefits including a reduction in competitive intensity, lower costs, and increased
differentiation. A case study from Kraft Heinz was presented to show the advantages of M&A.
Global strategy was described in chapter 10. The term “Globalization” was described along with
its advantages and disadvantages. A case study from IKEA has been presented. This chapter
explains why firms need to compete globally. Thus, the CAGE framework which represents
cultural, administrative political, geographic, and economic was proposed as a decision framework
based on the relative distance between home and a foreign target country. The four global
strategies were presented including international strategy, multi-domestic strategy, slobal-
standardization strategy, and transnational strategy. A case study of Netflix’s transnational strategy
was discussed. In the last part of this chapter, the Porter’s Diamond framework — factor conditions,
demand conditions, competitive intensity in a focal industry, and related and supporting industries
/ complementors - was presented to describe why some nations outperform others in specific
industries.

the previous part. There are two chapters in this part — chapter 11 and chapter 12. The
organizational design was described in Chapter 11. Organizational design is the process of creating,
implementing, monitoring, and modifying the structure, processes, and procedures of an
organization. A case study of Alphabet’s Corporate Structure was discussed. Interestingly,
organizational inertia which lead established firms to failure was discussed. The four key building

blocks of an organizational structure were presented as specialization, formalization,
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centralization, and hierarchy. The two characteristics of organizations are mechanistic and organic
organization which firms must choose to match with the strategy. Three organizational structures
were proposed simple structure, functional structure, multidivisional structure, and matrix
structure. A case study of Zappos was highlighted. This chapter also describes how to organize
innovation in the organization with the comparison case between Sony and Apple. The last part,
organizational culture which covers values, norms, and artifacts has been discussed. The issue of
“how does organizational culture change?” has been raised to enhance the organizational
competitiveness advantages.

Chapter 12 focused on corporate governance, business ethics, and business models. The Theranos
demonstrated how intricate and intertwined business ethics issues and competitive advantage
can be. However, Theranos also represented ineffective corporate governance. This chapter also
applied agency theory to explain why and how companies use governance mechanisms to align
the interests of principles and agents. There are four components of governance mechanisms
including the board of directors, executive compensation, the market for corporate control,
financial statement auditors or government regulators, and industry analysts. This chapter also
explains the relationship between strategy and business ethics. A case study from Volkswagen -
VW was highlighted. Eight business models were discussed including razor-razor blades,
subscription, pay-as-you-go, freemium, ultra-low cost, wholesale, agency, and bunding.
Understanding those models will increase the tools in the strategy toolkit. Business models
innovation and the dynamic nature of them helped to increase the firm’s competitive advantages.
Part IV, there are twelve mini cases to be discussed. There are Whitney Wolfe Herd’s Dating
strategy, Microsoft, Robinhood, Dr. Dre’s Core Competency, Toms Shoes, Warby Parker, PayPal,
GE, LVMH, Hollywood, Chick-fil-A, and Purdue Pharma. The author recommended the reader to
make notes regarding the following basic questions including what company or companies is the
case about? Who are the principal actors? And what are the key events? When and where do
they happen? Then, the author suggested making the diagnosis by describing the problem(s), or
opportunity(ies). Finally, the reader should propose feasible solutions or treatment plans. There
are two parts of the treatment plan: the what and the why. What activities should be done? And

why are the activities appropriate courses of action? There are five main themes that readers
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need to try to put together. (a) are the firm’s value chain activities mutually reinforcing? (b) do
the firm’s resources and capabilities fit with the demands of the external environment (c) does
the firm have a clearly defined strategy that will create a competitive advantage (d) Is the firm
making good use of its strengths and taking full advantage of its opportunities? And (e) Does the
firm have serious weaknesses or face significant threats that need to be mitigated? Eventually,
the author recommended that it is valuable to discuss what the readers have analyzed in class.

However, things need to keep in mind that there is no single correct in any case.
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