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Abstract

Currently, technology and innovation have been developing rapidly, as well as improving
the service quality, accuracy, and security for customers. The Siriraj Information Technology
Department of the Faculty of Medicine Siriraj Hospital has applied information technology in
medical service, education, and research. This has led to an increase in the number of information
systems, thereby necessitating that relevant systems be able to interoperate, accurately exchange
data between one another, and remain available for use at all times. Accordingly, the Application
Programming Interface (API) has become an important and one of the best practice approaches to
exchange or transfer data between information systems. An API results in accessing information
rapidly, securely, and reliably. All of these have resulted in the Faculty of Medicine Siriraj Hospital
being able to continue serving patients. An Application Programming Interface (API) is the best
practice approach to connecting system-to-system by an APl gateway from each application and
processing data. Therefore, when the data processing is completed, an application is able to
continue to use that information. The flexible features of the APl are found to be widely
implemented in both large and small organizations. The Faculty of Medicine Siriraj Hospital has
implemented application extensions to support the Medical Supply Master database system by
enabling its integration with the outpatient medication and medical supply dispensing system
(SiIOP). When users update medical supply information in the Medical Supply Master system, data
is retrieved by the SIOP system in a timely and accurate manner. This integration enhances the

efficiency of patient care services and contributes to improved patient satisfaction.

Keywords: Application Programming Interface (API), Information system development, Medical

informatics
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Uszinnvasdiusiauszarulusunsuuseend (Application Programming Interface: API)

drudeUszarulusunsuuszyndiignasiaieldaumuingussasanuansiaiy laglled 4 Uszian
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1. daudeusrarulusunsulseyndaisisa (Public AP) Ao daudeuszanulusunsulssgndiiln
as1sue Indealiinianmiessdnsduannsaluldenls (Richardson et al, 2013) Sinansesdnsiild
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Body Cookies Headers (9) Test Results
Pretty Raw Preview Visualize JSON =
1
2 "AppointmentList™: [
3 1
4 "Appointment ID": “41883473-1653458297",
5 "Appointment Title™: " funITmITIR",
& "Appointment Date": "28228727",
7 "Type of appointment”: “OPD",
3 "Time": "@g9@a",
9 "Clinic Code": "1518",
19 "Clinic™: "OPD4RBUR Urticaria Clinic",
11 "Location": "151@",
12 "wardCode": """,
13 "wardMame": ""
14 ¥

A 1 nsznrumskaniUigutayaued APl

nsTuIUNTTIUYesdudaUsEaulusunsuUsEena

(Application Programming Interface: API) Usenaudag 5 %umauwé’nﬁﬁﬁ
1. Guvi$18n13 (nitiate) Wunszurumsvhauvesdiusedszaiuldsunsuuszand (AP) Tagvily
Buanlusunsuaniaiesnonfinmesgning (Client Application) fifean1siFondoyavielduinisan APl
audpsnstienainannsindulasaluffveslusunsumionisdanisvesdliuinis minlusunsuain
wosgninelduremihsnunisuen suseuiaziimnudssainuinsnsinvanuasadoiilbifemoves
shssuiiu Sugliuing APl Swiesseinss Tinnudesduduneuiiiufiay

2. defndansvitsenisiudaglruinsdiuseussanulusunsudssend (APl Provider) lUswnsuiieg

Y

[ 1 (3

Tuia3esmeufiamesgnine (Client Application) a¥1syadoyanisiesvediusiouszaulusunsadszyns
(API Request) Hlai3andayanielduinisangliuinisdiudedszamulusunsuuszgndnudedivun
nnafiglsuinsduseuszaulusunsuUszgndfmun asdwriussuunenng LUl msdiusio
Uszanulusunsuusegna

3. Uszananasens (Process) efliuinisduseyssanulusunsuuszend (AP) ¥unisfesue
(APl Request) AgAiunsUsziianalagsyuusng  fiieades Lﬁa%’@LG{%Emmaé’wéﬁagaw’%dﬁu’%mimmﬁ
Client Application $0eve Suneviliinnudsmaneussns wWu maUamedoyaiiunaudniu (Excessive
Data Exposure) miU%mﬁﬂmi’Nﬁ]3%3(5117113]%@ (Improper API Lifecycle Management) LAZATHRIAT

AuuAIUaendeNianan (Security Misconfiguration) &lU3n1s APl Fadassedinseiauazdnnisainy

vdesluauwmanognaunsinse
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4. danadnsnisviisnenisnadulude APl Consumer (Respond) JluSn1s APl a¥1syataya APl
Response fiUsznausedayanadniannnisuszananalutuneunounth iiledwmadnivastoyaiifosue
Naonadnsusn1sIAUINsIUSs Client Application

5. Yinadnsilduuananieldaru (Output) le Client Application 165U API Response a7
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Faurtunoudl 1 fedumeud 5 Fanmdssannisdnasuidrisdoyandeldnudiudoussaiulusunsy
Usgyndt Taglaild¥uavs (Unauthorized Access) wagnsliuinisugausin (Service Disruption) lfu3nig
duseUszaulusunsulszend alinudidylunissedaseTeaumdesis 2 duil Tunndunew
(Geewax, 2021)
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Y99S WAL, 2544 (Friinuienisuund, 2544) Usznausie sedutuduiian (Top Secret) svdududu
11 (Secret) sdutudy (Confidential) warsedututoyatignimuatufisidy Ussnoude sedududeya
dsuldniglussdng (nternal Use) uazsgduduanssisaie (Public) (heansaume auzunvetansazsy
we1una, 2562) Tutlagiunisuntesnnuduvesteya 1wu nisidasia (Encryption) gldunsvateiile
Untesansaumaiidoanisnisquastnaduen fegratu ena1snuamvesdisasauna auz

v

LuneA1ansAsTIIneIuIa Fadmduenarstuninudau gninusnwlaed i Ngguaenansaanin

{ v ¢

(Document Control) luglenansiiegluviosdunsimuanuiousasiulnlvg gniiansidndwenansivaiilpe

Fmihiidldusoumnowingu Tumsinwanuduresoganissnumeiavesitas sufedoyasie
Tussuuasauna auzwmemansdsamena fnesgiulunmsdestunmadifsdoyauasnsfnunans
munsznthfinsuinveulundazduns definsuflvdeyalussuvansauma sginisdafulseia
maudluitensasvaeulunsddniu aszddguesnsimusdnslunmsiiidsteyalussuumsaunado
mstlasiulalteyadiddygnudlunierindiulaglildsuouym mndeyamarignudlovievhdiuiuas
gnihlldlumsdiiia eraiinAnudemeinoussiennsunmeransassvneIua

AugNFRdaNysalveateya (Integrity) Wudsagviouiianuuideliovesssuvansaunavainy

WHNEAERIATIIINEIUA deaternudndetoteyaneslignuilulaegililasueyginluseniiuas

Y
(%

n¥rannstiudin eideyaiinnugniesauysaifisdeiu fesdinalnnsnsaseudniuienslédsueuyn
Tdudunisidsuudaaudlanionseinisladedoua Wunsiiuyssiansudledoua wielmamindg
UftRnuansansageulaziamunisuilvioyaldmndeyagniuasunvamieutlalneglivszasddon
dsnaidosiolinvosteya arnindeiedennzunmemaniassuneiuiaaniosauazeivziiilugnis
Hosanangmngy

aunSeuldvesszuvaisaune (Availability) fenisiiuladnssuvaisaumeiiieadosiunis
Trusnsgithsaninsaldaulfislosioms ausummemans@sameuiaiulsunsuasuaunsiiussuuan
ANULEYNNY (Disaster Recovery Plan) 98197uvi149l seUUABNAILABS S¥UULAS0918 wazszuulniil
mnudndu mngunsailadadesaglianunsadauldviui azvinlinislviuinismgeasin wnnisalivinli
sruuldniouldau laun n1sufiasnislyuinag (Denial of Service) wagszuuaAauiaAasNI9IUABY
UseanSnn (Loss of data processing capability) FafugoinsiadeunazUss i uansIausY09TTUY
asauwakazgunsalativayuegvaianeiiieliiulanszuuniesldnuegiaue

4

WINIFIUAUAMNTUAIUARANBYRd AR UsTaUTUSUNSUUSTENA

(Application Programming Interface: API)

a ) o o

wUURNAdmMIULIRsIIRIgIuAuALTuAtUaandEveddusiaUsEa Ul UTUNSUU SN LY

Tinswenleadeyaiinnugndes sanduazwiug) Wunsianiadiedudiudoveedimsunisiaun

CUAST Journal https://s019.tci-thaijo.org/index.php/CUASTJournal



M3EFIVINTS Vrun, Uit 15 atud 1, 1445 (UNFIAU-LUWI8U 2569) 8 of 16

szuvasaumalnsInsIvaziiaulasndsuiniy (surnisurnslsemalne, 2565) Usznauluaie
ASEUIUNITAIL
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1. nszuIunsPuduRIng (Authentication) gliusnisdiusieyuszaulusunsuussandnesdnlig
nszurumslumsBuusnuvesiliuing drusiouszarulusunsuuszend Aanu Yasads manganiy
dnvnizuazaudsswesuinsild Wemuaunisidddeyavedliuinng Tnedesiinszuiunslunis
UImsdansiieafunisBuiuiin 1wy nsaiie vimnsdans makania iinaey soey waznslians
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fupstaeafedudnisadresiaiudesemnlfenuasnaudsusiaiiuegsaiiaue viedenudy
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1.2 msfususmilagld Token-based Aegunuumstudusmuusuiaiiouaeiduniviaiilisia
Token uwvunsdsiedeyadorlians (Usemame) uagsaniiu (Password) Tagmss Ly JWT JSON Web
Tokens), APl Key \Jusiu dofvasiin1sdudusnulagld Token-based fia n1sfudusinuiininutuns
UJaeafouniu ilasnszuuaziinisaiiae Token dmsuldnuusazaduarannsoimuanisldauly
srprnanfisia VaRgliuinisduteUsvanlusunsuussenddosguatoyaildfusumaudmiunsldan
dausieusvaulusunsuUszendvesglduinisie

faiifaslivsznausedeyaiifaugoulm (Sensitive Data) wiodoyafiynnaduarunsodiisld
msvdsdeyailidudusnuieniviutemisifiauiunasade wu Tuslnroanuuaendofiisia
Sdiilornududiuii lnsdostunsiindediudlaglildueynailodsdudiunmdeuredumesiin
(Transport Layer Security: TLS) 1dufu ﬁgaﬁjéfaqﬁﬂalfﬂuﬂ'1sms';a]aam’ﬁagaﬁaﬂﬁamﬂumsﬁué’u

mnudanaligniinaeunienunetguas wenanigliuinsdiudeuszaiulusunsuussyndnesiinis

Y 9

1 o

U31139An13 Session Mmugay Tszugnarduwinndndudenisigsnssuwazanvgeuidulszdnie
gnLan Session Nlignldauuainasseglussuy
1.3 n53UUNTTUGUAIRUN19AUE LTINS (Server Authentication) N5¥UUNISARITUTNS
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dulngAenisnsraaevluusesdidnnsedind (Certificate) vasgfliuinig FosdudunisedretiosluiFes
daolud

- anaeuiiluusesdidnnseiindgnesnlag CA (Certification Authority) Midefiels

- nsvaeuiTluusedidnnsetindlivuneny

- ayadeuIluiusedidnselindligniinoeuainia3eawivng (Server)

s PV

- anadeuitlususesdiannsedndlonsaiuielamunlduinig
ABENVBININTF ANV oMU URNAAUANTuAtaanfelda1989 1wy 118551 OpeniD

Connect #38 SAML (Security Assertion Markup Language) Dudu

2. ASLUIUNITNSIVEDUANTN5LY9U (Authorization) ABNNSANRUANSWEINSAR MGAILITOLUNDA LA

Y

Y a

WU3N13 APl fiaadanisiaznsiaaeuansediaudune Wlddtuansdeyanseiladuniiansvintgy wu

e R

vaaas £ I a I v e ) v Y a Y A o o va £ v
“U‘VI@JEWIﬁm‘uaEJNLﬂ‘&J’JI@JMSmeﬁﬂﬂ“duﬁua\i@@,misuu E}TLWUiﬂf]i API G]aﬂ&]u&]umjmu%aglﬁﬁﬂﬁ%ﬂmsﬁ

nATaneunsiifstayauaruinis lnewmsnzauiudnuusredly Wy szuuasuiines diyana e

)

-

YARASTIIA1 H1MTFIUTILY WU OAuth 2.0 winl¥nnsBududnunaznislianise Token-Based A3
filsfemnutannsoves Token wazdlaafunislauiien (Replay Attack) iy 1¥nnsidsiaiiudeunss
fvunpIgnsldann Token uuudy wisldan Nonce Lioifiuaraasnste

3. 135N YIAIUFUVBITDYALALNITATIVFBUAINYNABIYDITBYS (Data Confidentiality and
Integrity) lu3nisdiusiedszaulsunsutszendsesdasiunislamedeyaiuaiudnlu (Excessive
Data Exposure) lngaruguiayaiidsiudiurieyssamlusunsuusegndliivunzaniunisldamu uay
JasfunisilateyadAny Wi sWan1u wsenyuai1sialuy Source Code %138 API Specification 43
‘vmms%’ﬂmmmﬁumﬂaa@ﬁ’maﬁayjaﬁawszﬂauﬁawé’ﬂmimmﬁy (Warkentin & Orgeron, 2020)

3.1 M3¥nwauduvesdeya (Data Confidentiality) Aanisinutayailuainuduuazsoygyinli
anzdldsueuganhiuiiaunsodiield Tnedeyaseulmiisudsssminsdudeyszanlusunsudssans
fauinng wazdliuinmsdesgniiuiduanudumensdsiaisanu MWnguadsiadimunzauuazaunm
avsmainfeegnadunnitedestumsiinfdasyanadilaldduoungn

3.2 MIATIRdBUANLYNABIYeToya (Data Integrity) Aonisnsiadeudoyaiudesening dause
Uszaulusunsuuszendd msudldusnsuazgliusnisdeyaseslinnugnissuavanysalasuiiulign
Wasuwawdlvanyananeusnvieyanailildiueygyn ileanuvasnsedmiunmsnuarudures
feyauaznisanadeunugniesesieya Aonsfudsdoyaniutomisiidensessuuselsinaoai
dstawingu (HTTPS) iledlastunisgndnduuasudlodeyadidysenitmauasfeseyyinnisdouso
LawwzLmiuiaé‘ﬁﬁmmﬁumﬂaa@ﬁammmmgmmﬂa U TLS 1.2 @1%5U Transport Layer Security
uazdmiunsiudadoyaiiiannudidnygs (High Risk Data) ArsRiansandauuamanistestunsidrsialy

o

seRukenndadu (Application) wssnseaunstdesiudeyaniannudfgygssalyes wu auuinsgiu JWT
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(JSON Web Token), JWS (JSON Web Signature), JWE (JSON Web Encryption) kag WS-Security (Web
Services Security) @1%15U Message Level Integrity and Encryption Huduy

'
o

4. NNS5NYIANNLUAIUABANYAIUNNSERANS (Secure Communication) AB N1SERAITIEHINGEIU

(3

faUsza1UlUTLATUUSLENAR LT USNISHAZEIAUSNITAISIARTUNEINNNITASIVADUAIUANADITIUAULAE

9 Y Y Y

Hrutesnsndnsraiidunnsgiu wu n1sldlusiaaea Transport Layer Security: TLS 321 n15AAR

a

Tususesdiannseting (Certificate) Nandesnazidutaaduaiuulovisainuiuaslanniuvoinny

Y 9

uMgAansATIIINeIUIa vuASemitedueUszalUsunTIUsEENG (Server AP)) %30 APl Gateway
suRan15UAUlY Transport Layer Security: TLS LLasayzyﬂmLa‘wwmmsvﬁwsﬁaﬁﬁﬂamu%um Strong
Cipher Suites Tafsnssnianvideidnldyaiinsviailivasnasde

5. mMsfmulUsunsuLaznsimuaAfivaends (Secure Coding and Configuration) AIRATER R
dusoUsvanulusunsuuszgnadesiinuammanisiannlsunsuazuuamianistiannuiuasaondei
AeatesfumsldudiuseuszarulsunsuussgndlasBandnanu Least Functionality (Zeng & Zhu,
2021) Wunmsimuelsinsldnuamsshiiduiuesouaguudnnisiuwiolud

5.1 Data Validation §lu3nn3 API #esmsandeudeyatislunsdiifuunaingléuinis (Request)
uaznsiidoonlUliElduing (Response) itelviiulaindeyauasmsimesgndeauasasuiou aenndes
fudeimunveszuiuudeya (Data format validation) kagdomnuaraInsIiines WU N15ATIEOY
Ussnnastoyaiinssmudefnuanield F3mamdrdvisdansesdeyaiiiaunivielsidasunisreu
Y9I5TUU Wieana1uidesaindeRanain waziluwuamistoatunislaufiuszian Injection i SQL
Injection, OS Command Injection Dudu

5.2 Security Header flifuinsaauseuszaulusunsuUszgnddesiiuuamisnisisdinusiung
Uaensesneg vesmenisisenlduazsnenisneuauss (Request and Response Headers) fiiAgdasiunis
TuduseUsvanilusunsusvendlimngay fai

5.2.1 Cross-Origin-Resource-Sharing A® ﬂalﬂmsaﬁﬁ’@ﬂﬁLsﬁwﬁﬁagamﬂms%’awaﬂmL:uu?iu
uenimionnlauudliuinig

5.2.2 HTTP Verbs fia n13finsun HTTP Request Method flayaalviaiunislduazda HTTP
Request Method Sufiliidiu

5.2.3 A15A11UA Content-Type A® N15MTI9d@8U Content Type suaaﬁwé"aﬂwsﬁaﬂ%’muéfaqwq
PEYNADY

5.2.4 Error Message {hiuinsdiuseuszanulusunsudssanddosdinalnlunisinnisaiuiianain
19353UU Inedesdanisnisuansuavostefianata (Eror) Mevuaienaiindu Tnsdosliuansdoya
eazduavesteiianarnniuemsiduiosmndeyaursedueadmanssnusomnusiuasasade

YDITEUUANTAULNA
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6. Mmsdnnudeyatufinimenisal waznisiiseds (Audit Log and Monitoring) {liu3n1s APl fies
Joiudayatuiinimanisal (Audit log) 3ean15ldau APl lnedisneasidennsudiuiissnadiniunis
ATIVEBY ANTTEYRIYAAAENTEYILE WU Tasviesls Milvu wasdialns munguunsasuiinesavdes

a

Hudeyamaiitlddosndn 90 Tu wazuiiniandidnnseiind (Timestamp) ag19gndias uananisodl
wmsnisUasiunisuily Audit log lagldlasueugien saudanistesdulidiidauassuudsuilasudoya
Audit log ¢ Aesdiulainteyaduiinmanisalaglignuilunazanunsassuimnudiinfsleyalasgedniau

v [y v

msdaiuteyatufinmgnisalifiveyaseuln (Sensitive Data) nioteyadu desfiRnmuuinianis
Snwenulasademussduiuaudurestoya ueniniaisiinasnisnmadu uduitou wagmeuaussie
WOANITURNUNA WU ManeremBudufnuiidumar msufiasnsidds defiananslunisnsadeudumn
YoRananvosn1sfmesnissonld Token Famaeads nginssunislauf Session saudenasiin
windndes uasihsy TiusinunsGenldnuduunniiendmansenudensliizns wu taedudiouds
n15lgaunIn (Srinivasan, 2022)

7. Auiieaneveaninens (Resource Sufficiency) gliusnisaiuseyssaiulusunsulssenddes
finsdanisninensegnelivsed@nsnin Tumsnisnsiaasuliuwiladn APl lesunisundesannisldau
n¥weinsiunniulduazuinisdrudedszarulsunsuyszgndazlingavsin Tagwumianisdanis
nimensliAnaufivmedoswiiunsedietiosludoweluil

7.1 Rate Limit uag Circuit Breaker lunmsmueunislininginsueanieausidisegeiiusyansam
fvuinsuazlduins APl desdrindnaunisdideyasiolunfiuasvuinvestoyafisuuazyszananald iile
Jostiunmsldnnensifiuanuaiunsavesssuuwartaaiunislaud DoS wu nMsivualununssenty
UTBYAREVIITIBUINTT uarn1sfmusTuInYesdayaiisuds uonaint astiuuamdlunsdaninden
selleszuuiiniaiFunldau APl 9innnsusniinevausstmiolinevaues uaznisnduuiliuiniaile
anunsaiund Taeiilsfannusiunsuasmnusnzauiunisldaugsia

7.2 DDoS Protection #lusn1sdiusieuszarulusunsudszyndnedibuiniaddesiuge DDoS
Attack luszfuiadediendenasionsaiiuis DDoS Protection Tuszduuowndiadudmiunisida
TiuinsduseUszalusunsszyndniinnuddny Tdnvaranudesnsamiundenliau (Availability)
U M3lY WAF vi3esnnsnsdu 9 anmnsatesiuld iiletestuszuugnlasfaultanansaliuinsld wu
HTTPs Flood, Application-Level Exploitation 1Jusiu

7.3 Request kag Response Size {MiUIN15adIusAaUszaulULNTUUTEENARBIMNUATLIATDY
Fomuluni13¥e3u0U3n13 (Request Payload Size) Winmunzaufunisliuinis wetesfunisldau
ninensiuniuluuarszuugasin uenandmstruaUinadeyafiazdindululdlduinisluusiay
A2 (Number of Records Per Page to Return) 1w 1514 Pagination Lﬁaﬁi’ﬁmﬁi’wmuum%’agam'aviﬁ’]
mvandsansliunsgrundeunujiandateviedvednisuauiuasasnde uazeraiarsunly

WATFIUNIAIUANDY 9 TIAeaTed 1y umsgu PC-DSS 1udiu
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n1suszgnalddrusauszaulusunsuuszend (AP)

Yo NYHITHUNA ASUNNYAEASAIITNYIUNA
MsUszndld APl lutegtuiduiiiey esaneglunguues HTTP uazvenslugguuuy XML uay
JSON fisfnl4Tu Web Service wu SOAP wag REST Tag SOAP (Simple Object Access Protocol) 14 XML
Tun1sdsdaya uag REST (Representational State Transfer) 14fa XML uag JSON dnpansauwna aAaz
uwmemansazTenetua IiiaudiuseUszaulusunsulsegnd APl LiloatuayuszuaITaUmMANI
n1suNng 1Y seuudesessukarsngauatinisal lnelenlddoyaainssuusieg i1u APl Wuleya

dudaEUhe 91ns2UU MRS, Yoyagn Mn5EUU Drug Master 691wl 3

HN Information

HN " 52¢ VM/IAN
LN Y ww v fla-anadase we
i HN *
ay (i) * T4 a1y (iau) 1
any (fu) 1] Haummei” T . -
AT T  owiuanTi - @nn” T  afladln v

ellanwan

= -

AN 3 uanans¥enlestayagUlisanseuu MRS

Y A &

szuuiBeniddoyansyuudunisazlasudeyandutagiuegiaus Wesnlifinsdaiumnie

Y

o

yhdndoyalinglussuuies uiaginsdenlideyannszuusunidaenssnaseiiiaudeanislday
foya Bsdvwlideyaflfnussrissuuianugnios aesedosiu wosludeyadignogiaus Snitads
anAudsanaunaeduasteyafienaifnnnmslideyaiidnasiovioddeu 1Husu

dmfuuurmalunisuszedliuagiamn APl dmiussuute¥euTounazsoaugiinisal fefinng
Bonlddeyannszuudy 1wy szuunwsadou (MRS) uazszuugiudeyasn (Drug Master) Sndudosiing
Musukarddunuegadutunou

BuduaInnsiiegiaenudensues APl ilevivtihiiesls uagdeslideyalaainszuulatis
wu mMsfsteyadiievdedoyast anduiaiinig eenuuu API Tasfwun Endpoints, 33n133enld
(GET/POST) wagsuuuuvaataya (JSON)

Tudumeudaurdmiunisiaun APl Aensidonldinaluladuay Framework fmunzay niou

IANITANUANUUABANE WU N156G Token TUAISIINEY SIUTITB9I5UNISIANISTBRANANADE1INUNL AL
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ndsanitmuudafesiimavaaaumahau feluwivesnugnioasUssansam Wy nsanaaudn AP
\Wousafu MRS %38 Drug Master leagaades

anviedonisi APl TUlHa1ua3s (Deploy) uaziinsAnmunanisvinauegisdeties wleliulain
APl @n311505095UM5LEU95 waganusagualsulsssislilueunanlaagnsiiusednsain

nsUsEgnAlY APl luihsansaumaresnmzunemanaTsvneuIasiauLiiooudouas
wanasudeyasznitaivuoundiadu iiuluslanoa HTTP 19y REST AP (Representational State
Transfer) 38 SOAP API (Simple Object Access Protocol) nsidenld APl azfiansanainuss@nsninuasg
USinadeya mindesnisuaniudsudeyauinvieduszansainga fald REST APl l4TusTanoa HTTP
(Hypertext Transfer Protocol) ilusnnsgrilunisdeasieyavuivuazdunesidn iedsdve 1w GET,
POST, PUT, DELETE

ANEUNNE AR SATIITNE VTR R Ussendldaududavenglusunsudssynalun s el se vy
grudoyanudasi (Medical Supply Master) ileatfuayun1svinauveaduiiidoindunssy any
wmemaniAzsvneIuia lnonaideslesdeyanviusissningzuugiudoyanuiue uazsruuiioen
wazvAusidmiugasuen (SIOP) lnsndunsildauszuy SiopP imthillunsdeuagnsdnsidiniy
funsuennelulsamenunading faimsdidunmadeslosteyansinsiiiudiusoveislusunsulssynd
seing 2 szuvdl dedldnurinisusudsedeyanesudt wu mane1s mausauasauantives
VA nsyuugudeyanvdug (Medical Supply Master) vivbiszuu SIOP Wussuulateniglasy
toyaldogunnga gniesuazusiugy ilylhefnunsuimsliiuauazan g fefmelaly

ANSIAUS NS UDIAULLNNUANEATASIIVNEIUIANINEITU

3

Uszlevvainisvasnisihdudauszanulusunsuyseend

(Application Programming Interface: API)

Tuthytuieusunmomansfinamenualdinsiaussuuasaumamansunmdogiannune
wazwmaluladduseuszaruuszgndlusunsuldidrandunumddgylumadoulosfeyasznineiulunis
ausr UL saLIMANSN SIS dauseUszanuusvandlusunslaiivselomiselud

1. whenuniessdnsneusniifesnsiauiivledvdowennaindu Adesnsteyamanisunme
ansafunlddusossaulusunsudssgndfinazunmemans@snemeunaldiinsiauiliudhliae
AT UM SR AT VAT AUAN 9N NS N Ty

2. fmudangulunsdfdnsiiufunievsuasulassaiisestoya eosannnisifiuiy
Usudsuannsalfedsazmnuaziiuszansnin shilidannailunsiannsyuuansaumemanisuwmd

YDIPUE NN FANSASTIYNYIUNA
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3. Jumsguanuvasadelunisldam lnensasiaaeudnsnisldeu (Authorization) agdudusa

3 [ a

yArasIeNsinsianlauinsgu druseussaulusunsulssgndinalndnnisuasnsradevansnouays

' ¢
fy Aada Aa

muauMsiiitedadunaliglduinsdtianzdeyanseilendundansivindy

[

4. anAutdou uazauRanaInvestayanan s dudeyanianudiAglunisliuinig

]

5. MsUsullayaanunsailanssuudumainiteyangnihluldlinnugnieswazdutlagdu

danvainsudiudauszaulusunsuussend (Application Programming Interface: API)
UGIUANYENTHUINA AUZUNNYAEASA3I1YINIUNE

n1sindiudayszaiulusunsuuseynd (Application Programming Interface: API) wnlglurne

ANTAUNA AMTULIMEAARTATIINE A BIeifinyseAnEamlunsiamLArYIANAITEUUA SAUINA

[

memsuwnnglaegnsitdediny ne APl drglvnmsiauivlsuassyuunngg anduluediesing anninu
ddourasdoyasvinsruy wu deyaiiteniedeyas Sniadisasiunsliuinisiiionuuiung Wy
nMsudafeudazidon Mvesnsa MTuen waznstrsRuruleUnainty Jeiesiuieauazaan
THuAgUasuazynaInsnIentsuimg uananinisidenlostoyaniiu AP fsatduayumsviinudegn

sruUtpfaassulazaURnIsalanunsaudnAawmaNIsalauEes wasderan1sveneseuuluauanliogng

ganguiaviasnsiy

Jgynnrsldaudlusauszanulusunsudszand

(Application Programming Interface: API)

nsthauseysvaulsunsulszgnfnuszgndldlunsufiRnuesneliaatagmdadeluil

1. fodrfnvesguuuudoya sunuuteyaiidudeunieliaenndosiuanudosnisvesueundiady
feduteunniuszgndldfesiinaulassluuudeyanieviuisulasiaisoyaifiolfidfudauste
Uszanulusunsudszgndunlszgndfiazldan

2. aranadesvesdrusoysvanulusunsuUssgndnUssynd vesadafidethunaldnuudanuing
ymiAearfuanuaiesvseanundenldnu eaiidaninisnevaussiidmaliveundiaduliauise
uldegrafulszansnm

3. fodansinds finsdrinnisidndesennslianinionissusesiaay vinligldnudesiing

AL JgunsoUANDINLLAL WU APl Keys N15n513@0U Token #39n15A51980USHARNIY

#d3d

q

n1sunssuvdludayszaulusunsulssans (Application Programming Interface: API) L4137

Uszenaldiiaanadasiunmsaniuanuiamelulasn1ouen Az ungaansaAssnsneIua wu n1sfne
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MIFNWINEIUIE LarATITY aenndestuiusRiamdnuesnnzuNEransATIIvNeUIaTe dunsI
Uszansaw anmnugsennlunisuanidsudeya waziiuanunaiilunsiaunivlsdniessuy
asaumaARliuIMInIsiunIAne nMs¥nvimetunanagmAdeviliAnyselovifusuaggiiandu
U3nsfuanzunemansATseneualdsuauasanaueiiutusazunisinuauUaonfetes
foyaasaumanesluvosamzunmemansdssneiuia iesanidunisifeuseuuy HTTPS (Hypertext
Transfer Protocol Secure) Aoluslnneanisdoansdumesidniivasinwmnuanysaivosdoyaiideszming
noufimesveldiuiivled doyaiidene HTTPS l¢funissnwinmdasnsdiesiiulusinaoa Transport
Layer Security (TLS)
LRIGHGITE

luauiannINAMELNNEAIAATAITITNEIUIaN AU ITsUUdIUsaUssaulUsunsuUseynd
(Application Programming Interface: API) fiannsaliusnmsuinthesnunsluarneusniiiowaniUdey
foya meluanzunnemani@isumeuia 1w madeudeteyaunndmansunmeiioanasa, donsly

[y

g1 liiAnANazaIn 590157 wazdUiesiudunsuuiniseslasuusslevigan diuniguen 1w n1s

WausedayatindAnwiszAunaulIa warseautadindnyiiuaninerdeuiinalunisesnsigaudmsy

Ausmsiesndulanausy wazuSuulsungliaenndaeiunsusmsUYIRUEUNNEAERSATIIINE VR
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